CHAPTER 9 SECURITY, PRIVACY AND DATA INTEGRITY

Security measures

Security, privacy, integrity

What is the difference between data security,
privacy andintegrity?

Term Definition Key focus Example
Data Protectingdata from Preventing Using encryption,
Security | unauthorisedaccess, breachesorleaks firewalls, and passwords
theft, or attacks to protect stored data
Data Ensuring datais collected, | Controllingwho Asking for user consent
Privacy stored, and sharedina canaccess and before collectingor
way that respects the use personaldata sharingpersonal
user'srights information
Data Ensuring datais accurate, | Maintaining Using checksums or
Integrity | complete, and unaltered correctness and validationrules to detect
during storage ortransfer reliability accidental or
unauthorised changes

= Security = keeping data safe from threats(e.g. hackers)
= Privacy = making sure data is usedfairly and with consent

= [ntegrity = making sure data stays accurate and unchanged

Protectiontechniques

Useraccounts
= Useraccountsare designedto control access to computersystems

= They help protect data and systemresources by ensuring only authorised individuals
canloginand perform specific tasks

Passwords
= Passwords are a digital lock to prevent unauthorised access to an account

= They are often stored as an encrypted/ciphered text entryin a database, ensuring that
evenwithunauthorised access to a database, a hacker would not be able to gainaccess
to the individual passwords of users
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Authentication

= Authenticationis the process of ensuring that a system is secure by asking the user to
complete tasks to prove they are an authorised user of the system

= Authenticationis done because bots can submit data in online forms
= Authentication canbe done in several ways, including:
= Digital signatures

= Biometrics

Digital signatures

= Adigital signatureisasecure way to prove that a digital message or document was
sent by a specific person and that it has not been altered

= |t actslike a digital stamp of approval, confirming:
= Who sent the data (authentication)

= That the data hasn’t been changed (integrity)

Biometrics
= Biometrics are anindividuals personal characteristics used toidentify them, such as
= Fingerprints
= [ris/retinascans (eyes)
= Voicerecognition

= Biometrics provide a very secure method of confirming a users identity before allowing
access/permission to a computer system

= Biometric measures are often used on mobile devices to provide secure access

Firewall
= Afirewallis a barrier between a network and the internet

= Afirewall prevents unwanted traffic from entering a network by filtering requests to
ensure they are legitimate

= [t canbe both hardware and software and they are often used together to provide
stronger security to a network

= Hardware firewalls will protect the whole network and prevent unauthorised traffic

= Software firewalls will protect the individual devices on the network, monitoring the
data going to and from each computer

Anti-virus software

= Anti-virus softwareis a termusedto describe acombination of different software to
prevent computers from being susceptible to viruses and other malicious software
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= Anti-virus scans through email attachments, websites and downlcaded files to search
forissues

= Anti-virus software has alist of known malware signatures to block immediatelyif they
try to access your device in any way

= Anti-viruswill also perform checks for updates to ensure the database of knownissues
isup todate

Anti-spyware software

= Anti-spyware is a type of security software designed to detect, block, and remove
spyware from a computer system

= Spywareisa type of malicious software (malware) that secretly gathersinformation
about a user without their knowledge

= |tcan:
= Recordkeystrokes (e.g. passwords, credit card numbers)
= Monitor browsing habits

= Access files and send them to a third party

Encryption

= Encryptionis the process of converting datainto asecret code so that only authorised
users canread it

= |t protectssensitive information (like passwords, persconal data, or messages)from
unauthorised access, especially when datais stored orsent overa network

Type Description

Symmetric | The same key isused to encrypt and decrypt. Fastbut key must be shared
securely

Asymmetric | Uses a public key for encryption and a private key for decryption. More
secureforsending data

o

Worked Example

Acompany has several security measures in place to prevent unauthorised access to
the data onits computers.

Describe the difference between the security and privacy of data.[2]

Answer

= Security protects data against loss [ mark]

e Privacy protects data againstunauthorised access [ mark)
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Threats

Network & internetrisks
What are common network & internet risks?

Hackers
= Ahackeris someone who gains unauthorised access to computer systems or networks
= Hackers often exploit security weaknesses to;
= Steal sensitive data
= Gaincontrol of systems
= Cause damage or disruption

= Hackers are considered cybercriminals when their actions are illegal or harmful.

How do hackers gainaccess?
= Hackerslookfor opportunities or vulnerabilities in systems, such as:
= Unpatched software - Missing security updates can leave systems exposed
= Qut-of-date anti-malware - Older protection can fail to detectnew threats

= Weak passwords - Simple orreused passwards are easy to guessorcrack

Effects of ahacker attack

= When a hackersuccessfully gainsaccess, itcanlead to:

Effect Impact

Databreaches Personal orcompany informationis leaked or stolen

Malware installation | Hackers may install viruses or spyware to cause further harm

Dataloss Important files may be deleted or corrupted
Identity theft Stolen personal data can be used toimpersonate individuals
Financial loss Hackers may access bank accounts ordemandransom payments

How canhacking be prevented?
= There are several methads toreduce the risk of being targeted by hackers:

= Usestrong passwordsthatarelongandhard to guess
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Phishing

= Enable two-factor authentication for extra login security
= |nstall and regularly update anti-malware software
= Use firewalls to block unauthorised access to the network

Keep all software up to date with security patches

Phishing is a form of social engineering

Itinvolves sending fraudulent, legitimate -looking emails to a large number of email
addresses, claiming to be from areputable company or trusted source to try and gain
access to your details

Phishing oftentries to coax the userto click on alogin buttonto enter their details

What are the effects of phishing?

The creator of the email can gain unauthorised access to personal data such aslogin
information, bank accounts and more

Phishing canlead to identity theft or fraudulent activity oncredit cards and bank
accounts

How can phishing be prevented?

Phishing can be prevented by:
= Anti-spam filtersto avoid fraudulent emails arriving in a user's inbox

= Training staff to recognise fraudulent emails and to avoid opening attachments
fromunrecognised senders

= Useraccesslevels to prevent staff from being able to open files-types such as
executable (.exe)filesand batch (.bat) files

Pharming

Pharmingis typing a website address into a browser and it is redirected to a 'fake’
website to trick a user into typing in sensitive information such as passwords

An attacker attempts to alter DNS settings or change ausers browser settings to
redirect users to the fraudulent website

What are the effects of pharming?

The creator of the malicious content can gainunauthorised access to personal data
such as logininformation, bank accounts and more

Pharming canlead to identity theft or fraudulent activity on credit cards and bank
accounts

How canpharming be prevented?

Pharming can be preventedby:
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= Keeping anti-malware software up to date

= Checking URLsregularly

= Make sure the padlockiconis visible

Malware

= Malware (malicious software)is the term used forany software that has been created
with malicious intent to cause harm to a computer system

= Examples of issues caused by malware include

= Files being deleted, corrupted or encrypted

= Internetconnectionbecoming slow orunusable

= Computercrashing or shutting down

= Malware can existin many forms, each designed to performits role in different ways

Malware What itDoes
Computer = Aprogramwhich canreplicate itself on a user's computer. [t contains
virus codethatwillcauseunwanted and unexpected events to occur
= Examples of issues a user may experience are
= Corrupt files
= Deletedata
= Prevent applications fromrunning correctly
Trojan = Sometimesalso called a Trojan Horse
= Trojans disguise themselves as legitimate software but contain
malicious code inthe background
Spyware = Software which will allow a person to spy on the users' activities on
their devices
= This form of software will be embedded into other software such as
games or programs that have been downloaded from illegitimate
sources
= Spyware canrecord your screen, log yourkeystrokes to gain access
to passwords and more

How canmalware be prevented?

= Toprotectagainstthe threat of malware:

= Ensure codeis writtencorrectly
= Keep anti-malware software up to date

Install a firewall
Educateusers
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Data protection

Data security techniques
Accessrights

= Accessrights controlwhatusers can see ordoon a network

= They ensurethatuserscan access the files and resources they need for theirrole, and
can’taccessinformation they shouldn’t

= Accessrights are assigned based on a user's role, responsibilities, or security

clearance
Accessright What itmeans
Fullaccess The user can open, create, edit, and delete files or folders

Read-onlyaccess | Theusercanopenand view files but cannot edit ordelete them

Noaccess The user cannot see or interact with the file or folder at all

Example: accessrights onaschool network

Usergroup Accessrights

Administrators | Unrestricted access - Can access and control all files, folders, and
settings

Teaching Staff | Partially restricted access - Canaccess student data but not other
staff files

Students Restricted access - Canonly access their own files and folders

= Users canbe grouped(e.g. “Year1l”, “Staff”, "“Admin”) and given access rights as a group
= Accessrights canbe assigned to files, folders, or whole systems

= This helps protect confidential data, improves network security, and supports efficient
collaboration

Encryption

= Encryptionis a method of scrambling data before being transmitted across a networkin
order to protect the contents from unauthorised access
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= \While encryptionis important on both wired and wireless networks, it's even more
critical on wireless networks due to the data being transmitted over radio waves, making
iteasytointercept

How is wireless data encrypted?

= Wirelessnetworks are identified by a 'Service Set |dentifier’ (SSID)which alongwith a
password is usedto create a 'master key'

= \When devices connect to the same wireless network using the SSID and password they
are given a copy of the master key

= The master key is used to encrypt datainto 'cipher text’, before being transmitted
= Thereceiveruses the same master key to decrypt the cipher text back to 'plain text’

= Toguarantee the security of data, the masterkey is never transmitted. Without it. any
intercepted data is rendered useless

= Wirelessnetworksuse dedicated protocols like WPA2 specifically designed for Wi-Fi
security

SSID + PASSWORD =

MASTER KEY | ] MASTER KEY

How is wired data encrypted?

= Wired networks are encrypted in a very similar way to a wireless netwerk, using a master
key to encrypt data and the same key to decrypt data

= Encryptiononawired network differsslightly as it is often left to individual applications
to decide how encryptionisused, for example HTTPS
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Integrity methods

Validation & verification

What s validation?

= Validationis anautomated process where a computer checksif auserinput is sensible

and meets the program's requirements

= There are seven categories of validation whichcan be carried out on fields and data

types, these are

Range check
Format check
Lengthcheck
Presence check
Existence check
Limit check

Checkdigit

= There canbe occasions where more than one type of validation will be used on a field

= Anexample of this could be a password field which could have a length, presence and

type check onit
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NEW TO THIS SITE? SIGN UP

EMAIL
TEST =

DOUBLE CHECK YOUE EMAIL AND TRY AGAIN.

PASSWORD

FORGOT PASSWORD?

LOG IN

OR LOG IN WITH

G O

What s verification?

= Verificationis the act of checking datais accurate when being transferred orentered
into a system

= \erification methodsinclude:
= Parity check (transfer)
= Checksum (transfer)
= Doubleentry checking (entry)

= Visual checks (entry)

Validation methods

Validation Definition Example
type

Rangecheck | Ensures anumber falls withina set | Validating that apercentageis
range between0and100

10
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Limit check Checks that avalue does not Ensuring no more than 5 items can be
exceed a maximum limit boughtinaspecial offer

Length Checks the length of a string Confirming aPIN is exactly 4 digits

check long

Type check Checks that the inputis of the Ensuring age is entered asawhole
correctdatatype number

Presence Checks that data has been Making sure aregistration form is not

check entered and the fieldisnot blank submitted with blank fields

Existence Checks that areferenced value Confirming a student ID entered

check existsin a databaseorlist existsin the schoolrecords

Format Ensures datais in the correct Making sure an email address

check format (e.g. patterns) contains '@’ and a domain like '.com’

Whatis acheck digit?

= Acheckdigitisthe last digitincluded in a code or sequence, used to detect errorsin
numeric data entry

= Examples of errors that a check digit can help toidentify are:

= Incorrectdigits entered

= Omitted orextradigits

= Phoneticerrors

= Added tothe end of a numerical sequence they ensure validity of the data

= (Calculated using standardised algorithms to ensure widespread compatibility

= Examples of where check digitscanbeusedinclude:

= [SBN book numbers

= Barcodes

ISBN book numbers

= Fachbook has aunique ISBN numberthatidentifies the bock

= Astandard|SBN numbermay be ten digits, forexample, 965-448-765-9

= The check digit value is the final digit (? in this example).

= This numberis chosen specifically so thatwhen the algorithm is completed theresultis a
whole number (aninteger)with no remainderparts

11
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= Acheckdigitalgorithmis performed on the ISBN number and if the result is awhole
number, then the ISBN is valid

Barcodes

= Barcodes consist of black and white lines which can be scannedusingbarcode
scanners

= Barcodescanners shine alaser on the black and white lineswhichreflectlightinto the
scanner

= The scannerreads the distance between these lines as numbers and can identify the
itemn

= Barcodes also use a set of digits touniquely identify eachitem

= The final digit on a barcodeisusually the check digit, this can be used to validate and
authenticate anitem

Verification methods
What is a parity check?

= Aparity check determines whetherbits in a transmission have been corrupted
= Every byte transmitted has one of its bits allocated as a parity bit

= The senderandreceiver must agree before transmission whether they are using odd or
even parity

= |f odd parity is used then there must be an odd number of 1’s in the byte, including the
parity bit

= [f even parity is used then there mustbe an even number of 1’s in the byte, including the
parity bit

= The value of the parity bit is determined by counting the number of 1'sin the byte,
including the parity bit

= [f the number of I's does not match the agreed parity thenan error has occurred

= Parity checks only check that an error has occurred, they do notrevealwhere the
error(s) occurred

Even parity

= Belowis an arbitrary binary string

EVEN Byte
Parity bit
0 1 0 1 1 0 1 0

= [|f aneven parity bitis used then all bits in the byte, including the parity bit, must add up
to aneven number

12



CHAPTER 9 SECURITY, PRIVACY AND DATA INTEGRITY

= There are four'sin the byte

= Thismeans the parity bitmust be O otherwise the whole byte, including the parity
bit, would add up to five whichis an odd number

Odd parity
= Below is an arbitrary binary string
oDD Byte
Parity bit
1 1 0 1 1 0 1 0

= |f an odd parity bit is used then all bits in the byte, including the parity bit, must add up to
an odd number

= There are four1'sin the byte. This means the parity bit must be alotherwise the
whole byte, including the parity bit, would add up to four which is an even number

= Thetable below shows a number of examples of the agreed parity between a sender
and receiver andthe parity bit used for each byte

Example # | Agreed parity | Parity bit Mainbit string Total number of 1’s
#1 ODD 0 1(1]0(1T]O0|1]1 5
#2 EVEN 1 o|0o|j0Oj1)]0(0O|O0O 2
#3 EVEN 1 O(1 10T ]1|1]1 6
#4 ODD 1 O(1|1(1]O0|0]|1 5
#5 ODD 1 1({o0|1(0j1]0]|1 5
#é EVEN 0 1(0(0|1|1(|1]|0 4

= Example #1: The agreed parity is odd. All of the 1'sin the main bit string are added (5). As
this number is odd already the parity bit is set to 0 so thewhole byte stays odd

= Example #2: The agreed parity is even. All of the 1's in the main bit string are added (1). As
this number is odd the parity bitis setto 1to make the total number of 's even (2)

= Example #6: The agreed parity is even. All of the T'sin the main bit string are added (4).
As this number is even already the parity bitis set to 0 so the whole byte stays even

Howdo errors occur?

= When using parity bits, an error occurs when the number of total bits does not match
the agreed parity

13
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= Bits can be flipped orchanged due to interference on a wire or wirelessly due to
weather or other signals

Example Agreed Parity Main bit string Total number Error
" parity bit of I's
#1 ODD 1 T(1]0[1]j0O|1]|1 (] Error
#2 EVEN 1 ojojoj1jo|0|0O 2 No
error
#3 EVEN 1 of1 (1|11 [1]1 7 Error
#4 ODD 1 o(f1(1|j1j0|0O|1 5 No
error
#5 ODD 1 1T(ol1|Oof1/|1]|1 6 Error
#6 EVEN 0 1|(o|l0fOf1|1|0 3 Error

= Parity checks are quick and easy to implement but fail to detect bit swaps that cause
the parity toremain the same

What are parity byte & block checks?

= Parity blocks and parity bytes can be used to check an error has occurred and where
the erroris located

= Parity checks on theirown do not pinpoint where errors in data exist, only that an error
has occurred

= Aparity block consists of a block of data with the number of 1's totalled horizontally and
vertically

= Aparity byteisalso sent with the data which contains the parity bits from the vertical
parity calculation

= Below is a parity block with a parity byte at the bottom and a parity bit columnin the
second column

oDD Parity bit Bit2 | Bit3 | Bit4 | Bit5 Bité | Bit7 Bit 8
Byte 0 1 1 0 1 0 1 1
Byte 2 0 0 0 0 1 0 0 0
Byte 3 1 0 1 0 1 1 1 1

14
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Byte 4 1 0 1 1 1 0 0 1
Byte 5 1 1 0 1 0 1 0 1
Byte 6 1 1 0 0 1 1 1 0
Byte7 0 0 1 1 1 1 1 0
Byte 8 0 1 0 1 1 0 0 0

Parity byte 0 1 1 1 1 1 1 1

The above table uses odd parity

Each byte row calculates the horizontal parity as a parity bit as normal
Each bit column calculates the vertical parity for each row, the parity byte
Itis calculated before transmission and sent with the parity block

Each parity bit tracks if a flip error occurred in a byte while the parity byte calculates if
an error occurred in a bit column

By cross referencing both horizontal and vertical parity values the error can be
pinpointed

Inthe above example the byte 3 /bit 5 cellis the errorand should be a O instead

The error could be fixed automatically or a retransmission request could be sent to the
sender

What is achecksum?

Achecksum is a valuethatcan beused to determine if data has been corrupted or
altered

Itindicates whether data differs from its original form but does not specify where

Checksums are calculated using an algorithm and the valueis added to the
transmission

The receiving device re-calculates the checksum and compares to the original

If the checksums do not match, it is assumed an errorhas occurred

What is double entry checking?

Double entry checking involves entering the datatwice in separateinput boxes and
then comparing the data to ensure they both match

If they do not, an error messageis shown

15
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Whatis avisual check?

= Avisual check involves the user visually checking the data on the screen
= Apopup or message then asks if the data is correct before proceeding

= [fitisn't the userthen enters the data again
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