CHAPTER-8 SYSTEM SOFTWARE

Operating System fundamentals

Purpose ofan OS
What s an operating system (OS)?

= Anoperating system (OS)issoftware that provides an interface between the userand
the hardware in a computer system

= Anoperating system hides the complexities of the hardware from the user, for
example:

= Auserdoesnotneedto know 'where' onsecondary storage dataiskept, just that it
is saved for when they wantit again

= Tohelp achieve thisan OS provides auserinterface

Userinterface
= Auserinterface is how the userinteracts with the operating system
= Examples of userinterfaces include:
= Command Line Interface (CLI)
= Graphical User Interface (GUI)
= Menu

= Naturallanguage (NLI)

| CL| | \ GUI |

Whatis acommand line interface (CLI)?

= ACommand Line Interface (CLI) requires users to interact with the operating system
using text-based commands

= (CLls aremore commonly used by advanced users

= Examples of CLIsare MS-DOS (Microsoft Disk Operating System)and Raspbian (for
Raspberry Pi)
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Whatis a graphical userinterface (GUI)?

= AGraphicalUser Interface (GUI) requires users to interact with the operating system
using visual elements such as windows, icons, menus & pointers (WIMP)

= GUls are optimised for mouse and touch gesture input

= Examples of GUIs are Windows, Android and macOS

Whatis amenuinterface?

= Amenuinterface is successive menus presentedto a user with a single option at each
stage

=  Often performed with buttons or a keypad
= Examplesinclude:

= Chip and pin machines

= Vending machines

= Entertainment streaming services

Whatis a natural language interface (NLI)?

= Anatural language interface (NLI) uses the spoken word torespond to spoken or textual
inputs froma user

= Examplesinclude:
= Virtual assistants - Amazon Alexa, Google Assistant, Siri
= Searchengines

= Smarthome devices

OS management tasks

An operating system has five key management tasks:
= Memory management
= File management
= Security management
= Hardware management

= Process management

Memory management

= Memory management is a process carried out by the operating system allocating main
memory (RAM) between different programs that are open at the same time

= The OSisresponsible for copying programs and data from secondary to primary
storage asitis needed
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Programs and data require different amounts of RAM to operate efficientlyand the OS
manages this process

RAMis allocated based on priority and fairness, forexample, system applications
(essential) may have a higher priority than user applications

The OS dynamically manages the memory, adjusting allocation as needed to maintain
optimal system performance

Memory management makes multitasking possible
= Prevents data from different programs overwriting each other in RAM

= Decides which processes and data should be kept inmain memory at any giventime

File management

File management is a process carried out by the operating system creating, organising,
manipulating and accessing files and folders on a computer system

The OS manages where data is stored in both main memory and secondary storage
File management gives the user the ability to:

= Create files/folders

= Name files/folders

= Rename files/folders

= Copy files/folders

= Move files/folders

= Delete files/folders

The OS allows users to controlwho can access, modify and delete files/folders
(permissions)

The OS provides a search facility to find specific files based on various criteria

Security management

Operating systems provide various security features such as password-protected
system accounts, a firewall, virus scanning and file encryption

Password-protected system accounts are a very common feature in operating systems

Asystem administrator is able to allocate different access rights for differentusersona
netwark

The OSis able to maintain settings forindividual users, such as desktop backgrounds,
icons and colourschemes

The OS audits (keepsalog of ) filescreated by users, accesses, edits anddeletes



CHAPTER-8 SYSTEM SOFTWARE

Hardware management

Peripheral management is a process carried out by the operating system managing the
way peripherals (hardware) interact with software

The OS allocates system resources to peripherals to ensure efficient operation

Peripheral management makes plug-and-play (PnP) functionality possible,
automatically detecting and configuring new peripherals without the need for
manually installing device drivers or power cycling the system

Adevice driver is a piece of software used to control a piece of hardware
Input/output devices require devicedriversin order to be used by the operating system
The OS has generic device drivers built in which makes basic compatibility possible

In orderforhardware to be used to its maximum capacity, often a separate device
driver must be downloaded from the manufacturer

Device drivers are OS specific and are regularly updated

Process management

Process managementis a process carried out by the operating system dividing time
(time slicing) into small chunks and allocating them to different processes

The CPU executes one instruction at a time, but rapid context switching allows multiple
processes to share processortime

The OS uses a scheduling algorithm to prioritise processes

Processes are placed in queue whilst waiting to be carried out, they return to the back of
the queue when theirtimeisup

The goal of process management is to share resources (CPU & main memory)
Allows processesto be paused and resumed using context switching

Decides which process is executed next using a scheduling algorithm

/)

Worked Example

|dentify four key management tasks that the Operating Systemwill perform. [4]
Answer

= Memory management [1 mark]

= File management [1 mark]

= Security management [1mark]

= Hardware / device / peripheral / resources management [1 mark]
= |nput/output management [1 mark]

= Process management [l mark]

= Errorchecking andrecovery [1mark]

= Provision of a platform for software [1 mark]
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Utility software

Utility software
What is utility software?

= Utility software is a collection of tools designed to help maintain a computer system
= Utility software is designed to perform alimited number of tasks

= Utility software interacts with the computers hardware, for example, secondary
storage devices

= Some utility software comes installed with the operating system
= Examples of utility software include:

= Disk formatter

= Viruschecker

= Defragmentation software

= Disk contents analysis/disk repair software

= Filecompression

= Back-upsoftware

Disk formatter

= Adisk formatter prepares a storage device (like a hard drive or USB stick) foruse by
creating a file system and organising the space into sectors and tracks

= [tisneeded:

= Towipe and re-initialise a disk before use

= Tochangethe filesystemformat(e.g. FAT32, NTFS)

= Toremove all data and errors before installing a new OS orreusing the drive
= Forexample:

= Formatting a new external drive before saving files

= Reformatting a corrupted USB stick to make it usable again

Virus checker

= \firus checking softwareis a combination of different software to prevent computers
from being susceptible to viruses and other malicious software

= [t typically includes:

= Anti-virus
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= Anti-spam

= Anti-spyware
= Avirus checker scans through email attachments, websites and downloaded files to
searchforissues

= Two ways virus checkers can approach the task are:

= Usealist of knownunique malware fingerprints (signatures) to blockimmediately if
they try to access your devicein any way

= Monitor the behaviour of programs to identify suspicious activities that might
indicate malware such as;

= Rapid deletion/modification of files
= Attempts to access sensitive data/resources
= Communicating with known malicious servers

= Virus checkerswill also perform checks for updates to ensure the database of
signaturesis up to date

Defragmentation software

= Defragmentation software groups fragmented files back togetherin order to improve
the access speed of a hard disk drive (HDD)

= Asprograms and data are added to a new hard disk drive, itisaddedinarder, overtime
as files are deleted this leaves gaps

= Asprograms and data are added over time, these gaps get filled and databecomes
fragmented

= Defragmentation can only be used on magnetic storage
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Disk contents analysis/disk repair software

= This utility checks the structure and health of a disk, including files, folders, sectors,
and the file allocation table

= |tisneeded:
= To diagnose and fix errors on the disk (e.g. bad sectors, file system corruption)
= Torecoverlost ordamaged files
= Toimprove system performance by identifying and repairingissues
= Forexample:
= Running Check Disk (chkdsk) on Windows torepairfile system errors

= Usingadiskutility on macOS to verify andrepair drive problems

File compression

= Compressionreduces the amount of secondary storage required by performing an
algorithm on the original data

= Lossy compressionphysically removes data from the original data toreduceits size, the
original file can not be re-created

= Lossless compression uses mathematics to order data more efficientlyreducingits
size, the original files can be re-created as nodatais lost

Back-up software

= Back-up softwareisused to create copies of personal datain orderto keepitsafein
the event of:

= Accidentalloss
= Data theft

= Backups can be automated and scheduled to happen at less busy periods of theday, to
not take up valuable systemrescurces(e.g. overnight etc.)

= Backups canbe made in two ways:
= Full-all files are backed up (saftest, slow)

= Incremental - only files that have been added/modified since the lastbackup are
backed up(faster, lesssecure)

= Backups canbe stored locally (secondary storage) orremotely (cloud)

= Backupsoftware can be purchased or come as a standalone application bundled with
an operating system

o

Worked Example
Draw one line from each utility software to its correct description.

Utility software Description




CHAPTER-8 SYSTEM SOFTWARE

Scans software for errors and repairs the
problems

Moves parts of files so that each file is

b 4 contiguous in memory

Defragmentation Creqtes a copy of data that is no longer
required

Back-up Sets up a disk so it is ready to store files

Disk repair Scans for errors in a disk and corrects them

Creates a copy of data in case the original is
lost

[4]

Answer

Scans software for errors and
repairs the problems

Disk formatter

\ Moves parts of files so that

% each file is contiguous in
Defragmentation memory

Creales a copy of data that is
no longer required

Back-up \

\\ \\ Sets up a disk so it is ready
N\ h to store files

Disk repair

. —————_] Scans for errors in a disk and
\, corrects them

\ Creates a copy of data In
case the original Is lost
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Programlibraries

Program libraries
Whatis aprogramlibrary?

= Aprogramlibrary is a collection of pre-written code (called library routines) that

programmers can reuse in their own software

= Theseroutines can perform common tasks such as:

= Sorting

= Displaying graphics

= Playing sounds

= Managingdata

= Advantages of using program libraries includes:

Advantage

Explanation

Saves development

Pre-writtenroutines can be reused, so programmers don't need

time towrite common functions from scratch
Promotes code Well-tested routines can be usedin multiple programs, reducing
reuse duplication

Improves reliability

Library routines are usually thoroughly tested and debugged,
reducing the chance of errors

Easier maintenance

Updates to alibrary routine automatically benefitall programs
that use it (especially with DLLs)

Efficient memory
usage

Dynamiclink libraries (DLLs) are only loaded when needed at
runtime, saving systemresources

Standardisation

Promotes consistency in how common tasks(e.g. file handling,
sorting) are implemented
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WhatisaDLL?

= ADynamic Link Library (DLL) is a file that contains pre-written code, such as functions

orroutines, that can be used by multiple programs at runtime

Aspect

Advantages

Disadvantages

Program Size

Reduces program size by keeping
reusable code separate

Memory Usage | Saves memory by sharing DLLs -
between programs
Code Reuse Encourages reuse of common -
routines (e.g. sorting, sound)
Modularity Supports modular design for easier | -
development and maintenance
Ease of Update a DLL once to improve all Can cause version conflicts if
Updates programs that use it newer DLLs aren't compatible

Dependencies

External DLLs can be reused by
many applications

Program may fail to runif a
required DLL is missing

Security - Malicious oraltered DLLs can
pose security risks
Debugging - Errorsin DLLs can be hard to

trace across multiple programs

@

Answer

Worked Example

Jenniferiswriting a computer program for her A Level homework.
Jenniferuses a program library to help her write her computer program.

Describe how a program library can be used while writing a computer program. [2]

= Program libraries store pre-written functions androutines[1mark]
= Theprogramlibrary canbe referenced/imported [1 mark]
= Thefunctions/routines canbe calledin her own program [1 mark]

10
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Translator types

Whatis a translator?

= Atranslatoris a program that translates program source code into machine code so

that it can executed directly by a processor
Low-levellanguages such as assembly code are translated using an assembler

High-level languages such as Python are translated using a compiler or interpreter

Assembler, compiler, interpreter

What s an assembler?

An assembler translates mnemonics writtenin assembly language (low-level)into
machine code

Eachlime of assembly language is assembled into a single machine codeinstruction

Assemblers have beenusedless and less since high-levellanguages were introduced

Advantages Disadvantages

Speed of execution Difficult to write due tolimited and hard to understand
commands

Optimisesthe code Changes meanit mustbe reassembled

Original source codewillnot be | Designed solely for one specific processor
seen

Whatis acompiler?

Acompiler translates high-levellanguagesinto machine code allinone go
Compilers translate inputsinto machine code directly

Compilers are generally used when a program is finished and hasbeen checked for
syntaxerrors

Compiled code can bedistributed (creates an executable) and run without the need
fortranslation software

If compiled code contains any errors, after fixing, it will need re-compiling

Advantages Disadvantages

Speed of execution Can be memory intensive

11
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Optimisesthe code

Difficult to debug

Original source code willnot be seen

Changesmeanit must be recompiled

Itis designed solely forone specific processor

Whatis aninterpreter?

= Aninterpreter translates high-levellanguagesinto machine code one line at atime

= Eachlineis executed aftertranslation and if any errors are found, the process stops

= |nterpreters do not generate machine code directly, appropriate machine code

subroutines are called

= |nterpreters are generally used when a program is being writtenin the development

stage

= |nterpretedcode is more difficult to distribute as translation software is needed for it

torun

Advantages

Disadvantages

Stops whenitfinds a specific syntax errorin | Slower execution

the code

Easiertcdebug Everytime the programisrunithas to be
translated

Require less RAM to processthe ccde Executed asis, no optimisation

LEVELS OF ABSTRACTION IN PROGRAMMING

LANGUAGES

HIGH-LEVEL
INTERPRETED LANGUAGES

HIGH-LEVEL
COMPILED LANGUAGES

ASSEMBLY CODE

MACHINE CODE

BINARY CODE

MORE

ABSTRACT

PYTHON, JAVASCRIPT

ASSEMBLY LANGUAGE

HEXADECIMAL REPRESENTATIONS
OF BINARY CODE

BINARY — NOT HUMAN-READABLE

12
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Compiler vsinterpreter

Aspect Compiler Interpreter

Software Endusers only need the Endusers need an interpreter or

neededbyuser | executable file,notthe compiler | compilerto translate and runthe
- so there's no extracostor source code - may involve setup
setup orcost

Accessto Users do not receive the source Users receive the full source

source code code, so they can’t modify or code, making it easier to modify
extend the program orextend the program

themselves
Controland Developers keep control of the Developerslose control over

monetisation

code and cancharge for
upgrades or customisations

their code, making it harder to
monetise upgrades or prevent
copying

Speed of
execution

Compiled programs run faster, as
translationis doneinadvance and
optimised machine codeisused

Interpreted programs run slower,
since eachlineistranslated every
time itruns

Error handling

Compiled programsdon’trun
until all syntax and semantic
errors are fixed

Errors are caught one line ata
time, making it easierfor the
developerto test and fix during
development

Portability Compiled code canbe runon Interpreted programs mustbe
different machines, regardless of | interpreted on the sametype of
where it was compiled machine -less portable

Debugging More difficult to test sections - Developers can view partial

experience developersneed to write special | results as they go, makingit
routines to check partialresults easierto test, debug, andrefine

ideas

Crashrisk Untested compiled programs Interpreted programs are safer
may crash the system if run with during testing - errors are caught
errors before the system can crash

User Users are reliant on the Users have full access to code

independence developer for updates or and libraries, givingthem

modifications - they can’t edit the
code themselves

freedomto customise or fixthe
program

13
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What is mixed mode translation?

= Mixed mode translation combines features of both a compiler and an interpreter

= |nstead of fully compiling or interpreting the code, the programis partially compiled
into anintermediate form, whichis then interpreted at runtime

= |t works by:

= The source code is compiled into intermediate code, not full machine code

= Thisintermediate code (e.g. bytecode)isinterpreted by a virtual machine (e.g. the
Java VirtualMachine - JVM)

= Optionally, some parts may later be just-in-time (JIT) compiledinto machine code
for better performance

= Javauses mixed mode translation:

= Javasource code is compiled to bytecode (.class file)

= Bytecodeisinterpreted (or JIT compiled) by the JVM on any platform

compilation

Feature Compiler Interpreter Mixed mode translation
Translation Entire program at Onelineata Compiles tointermediate
once time code

Speed of Fastest (fully Slowest Medium (JIT makes it faster

execution compiled) overtime)

Portability Not portable Notportable Highly portable (across
platforms)

Errors shown After full One atatime During compile orruntime

Requires runtime No Yes Yes(e.g. JVM)

system

Example C,C++ Python, Java, C# (with .NET CLR)
languages JavaScript

14
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@

Worked Example

Jenniferuses anintegrated Development Environment (IDE) to write her computer
program.

The IDE allows Jennifer to use both aninterpreter and a compiler while creating her
computer program.

Describe the ways in which Jennifer can use both a compiler and an interpreter while
developing the program.[4]

Answer
Interpreter:

= Use aninterpreter while writing the program [1 mark]
= . totest/debugthe partially completed program [1 mark]
= becauseerrors canbe corrected and processing continue from where the
execution stopped // errors can be corrected inreal time // errors are identified
one atatime [1mark]
Compiler:

= Use the compilerafter the programis complete [1 mark]

= . tocreate anexecutable file [ mark]

= Usethe compilerto repeatedly test the same (completed) section [1 mark]

= withouthavingtore-interpret every time// compilernot needed atruntime [l
mark]

15
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Development tools

WhatisanIDE?

An Integrated Development Environment (IDE) is a software tool that provides
programmers with a comprehensive and integrated platform to write, edit, compile,
debug, and manage their code efficiently

IDEs are designed to streamline the software development process by offering a wide
range of features and tools that can help programmers

IDEscanbean app to download or canbe web-based

IDE features
Syntax highlighting (pretty printing)

IDEs use syntax highlighting to visually distinguish different elements of code based on
their syntax

The IDE assigns distinct colours or styles to keywords, strings, comments, variables,
functions, and otherlanguage constructs

Syntax highlighting helps programmers quickly identify and differentiate code
components, reducing the chance of syntaxerrors and improving code comprehension

In this example Python cade, you can see that the code comments are displayed inred,
thestrings are displayedin greenand the print commands are displayed in purple

# global variable
global_var = "I am a global variable"

def modify_global_var():

# declaring variable as global
global global_var

# modifying global variable
global_var = "I have been modified"

print(global_var) # outputs: I am a global variable
modify_global_var()
print(global_var) # outputs: I have been modified

Syntaxhighlighting inan IDE

Autocomplete

Autocomplete will suggest code completions as programmers type

For example, as developers start typing a variable, function, or method name, the IDE
displaysa list of available options

16
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= Another exampleiswhen programmers use opening brackets and the autocomplete
facility will automatically add closing brackets

= Code completionimproves productivity by reducing typing effort and preventing
typing errors and naming inconsistencies

= |DEscanautomatically correct common mistakes or typing errors made during coding.
When an error-prone sequenceisdetected, the IDE can suggest a correction, helping
developers fixminor errors asthey type theircode

14 modify_

f modify global_var lef modify_global_var() ->

Code completioninanIDE

Autoindent

= Auto indent will automatically indent the programming code whenyou start a new line
of code within a code block

= They arecommonly used in selection and iteration programming constructs

= [nthe example below, theindentationis automatic after starting to define the code
blockonline 04 andis clearly marked to show which lines of code areincludedwithin the

block.
modify_global_var():
global_var
global_var = "I have been modified"
Code formatting with automatic indentation
Code comments

= Comments are lines of text within the code that are not executed but serve as
documentation and explanations for programmers

= |DEsenable developers to add single-line or multi-line comments to describe the
code's purpose, algorithmic steps, and any relevant information that will be useful to the
maintenance of the program

= Comments enhance code understanding, making it easier fordevelopers torevisitand
modify code atalater stage

= Comments areingreenontheimage above

17
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Syntax error highlighting

= |DEscanautomatically highlight syntax errors inthe code editor asdevelopers type

= This feature helps catch mistakes instantly, allowing programmers to address syntax-
relatedissues promptly

= Syntax errors are highlighted with distinct colours, making them easily noticeable, even
before executingthe code

Variable watch window

= The watchwindow is a debuggingtool that allows developers to monitor the values of
specific variables during runtime

= Developers canaddvariables to the watch window and observe their values change as
the program executes

= This tool is particularly valuable for understanding how variables evolve throughout the
program's execution and diagnosingissues related tovariable values

Breakpoints

= Breakpoints are markers that developers can set at specific lines of code to halt
program execution during runtime

= Whenthe programreaches abreakpoint, it pauses, allowing developersto inspect the
program's state and variable values and identify the cause of potential bugs

= Breakpoints provide a controlledway to analyse code step-by-step

Errormessage list

= The error message list displays a collection of errors, warnings, and messages
generated during the compilation and execution of the program

= |DEspresentdetailed error descriptions andrelevant code locations, enabling
programmers to address and correct issues systematically

Stepping mode

= Stepping modeisa debugging mode that allows developers to execute the program
one line atatime

= Developers can choose between different step options, such as step into, step over,
and step out, to examine function calls and control flow

= Step mode offers a granularview of the program's execution, makingit easier to identify
the exactlocation of potential bugs

Crashdump/post-mortemreport
= When a program crashes, |DEs can generate a crash dump or post-mortemreport

= Thisreport captures the program's state and memory contents at the time of the
crash, helping developers diagnose theroot cause of the crash after the programhas
terminated unexpectedly

18
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Stack contents

= The stack contents tool allows developers toinspect the contents of the program's call
stack during debugging

= |t shows the orderin which functions were called and the parameters andlocal variables
of each function

= Understanding the call stack, aids in understanding the program's flow and diagnosing
issues related to function calls

/)

Worked Example

Identify two debugging toclsthat a typical IDE can provide.[2]
Answer

e.g.

= Breakpoints [l mark]
= Single stepping [1 mark]
= Reportwindows[1mark]
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